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DETAILED ACTION 

1 . This action is responsive to tine communication filed on February 20, 2008. 
Claims 1-20 are pending. At this time, claims 1-20 are still rejected. 

Response to Argument 

2. Applicant's arguments filed February 20, 2008 have been fully considered 
but they are not persuasive. 

Applicant argues that: 

"Borella is silent as to using a kernel driver to modify packets." 

Examiner respectfully disagrees with the applicant and still maintains that: 

Borella teaches the claimed subject matter as set forth in claim 10. In fact, 
Borella teaches Network Interface Card (NIC) driver for the hardware network devices 
connecting the network devices to the computer network (see Figure 2 and more details 
in column 8, lines 30-40; column 14, line 56 through column 15, line 17 of Borella). In 
order to use the network card, one will need to load the proper driver. This may be 
accomplished in one of two ways. The easiest way is to simply load a kernel module 
driver for the network card with, e.g., kldload(8). A module is not available for all 
network card drivers (ISA cards and cards using the ed(4) driver, for example). 
Alternatively, user may statically compile the support for user's card into user's kernel. 
Thus, Borella teaches the use of the kernel driver for modifying packets. 

Applicant further argues that: 

"Borella does not teach or suggest packet modification before initialization 
of a network-enabled application in the first computer. Neither does Albert as both 
Albert and Borella pertain to data transmission among fully initialized computers. It is 
respectfully submitted that the combination of Borella and Albert does not teach or 
suggest modifying DCHP packets intended for a DHCP server, let alone at a first 
computer prior to initialization of a network-enabled application in the first computer." 

Examiner respectfully disagrees with the applicant and still maintains that: 
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The combination of teacliing between Borella and Albert teaches the 
claimed subject matter as set forth in claim 17. In fact, Borella teaches the modification 
of the packets as shown in column 3, lines 37-42; column 4, lines 23-35 of Borella. 
Furthermore, Borella does suggest data and/or packets being redirected via NAT router 
for translating every inbound and outbound data packet (column 2, lines 21-48 of 
Borella). However, Albert correctly teaches data packet's redirection in Figures 6 and 
10F and further details in column 16, lines 27-41; column 28, lines 34-50 of Albert. For 
the DCHP packets being modified, Borella discloses in column 3, lines 37-42; column 4, 
lines 23-35; and column 10, lines 5-14 of Borella. 

In response to applicant's argument that there is no suggestion to combine 
the references, the examiner recognizes that obviousness can only be established by 
combining or modifying the teachings of the prior art to produce the claimed invention 
where there is some teaching, suggestion, or motivation to do so found either in the 
references themselves or in the knowledge generally available to one of ordinary skill in 
the art. See In re Fine, 837 F.2d 1071, 5 USPQ2d 1596 (Fed. Cir. 1988)and In re 
Jones, 958 F.2d 347, 21 USPQ2d 1941 (Fed. Cir. 1992). In this case, based on the 
above explanation, the combination of teaching between Borella and Albert is efficient 
and proper. 

Borella and Albert do not need to disclose anything over and above the 
invention as claimed in order to render it unpatentable or anticipate. A recitation of the 
intended use of the claimed invention must result in a structural difference between the 
claimed invention and the prior art in order to patentably distinguish the claimed 
invention from the prior art. If the prior art structure is capable of performing the 
intended use, then it meets the claimed limitations. 

The fact that Examiner may not have specifically responded to any 
particular arguments made by Applicant and Applicant's Representative, should not be 
construed as indicating Examiner's agreement therewith. 



Application/Control Number: 10/829,466 
Art Unit: 2135 



Page 4 



For the above reasons, it is believed that the rejections should be 

sustained. 

Claim Rejections - 35 USC § 102 

3. The following is a quotation of the appropriate paragraphs of 35 
U.S.C. 102 that form the basis for the rejections under this section made in this Office 
action: 

A person shall be entitled to a patent unless - 

(e) the invention was described in (1) an application for patent, published under section 122(b), by 
another filed in the United States before the invention by the applicant for patent or (2) a patent 
granted on an application for patent by another filed in the United States before the invention by the 
applicant for patent, except that an international application filed under the treaty defined in section 
351(a) shall have the effects for purposes of this subsection of an application filed in the United States 
only if the international application designated the United States and was published under Article 21 (2) 
of such treaty in the English language. 

4. Claims 10, 12-15 are rejected under 35 U.S.C. 102(e) as being anticipated 
by Borella at al (US 7,028,335 B1). 

a. Referring to claim 10: 

1. Borella teaches a system for controlling traffic in a computer 
network, the method comprising: 

(1) a first computer including a kernel driver, the kernel 
driver being configured to modify a packet generated at the first computer (column 3, 
lines 37-42; column 4, lines 23-35 of Borella), the packet being intended for a second 
computer and being modified to be forwarded from the first computer to a third 
computer (column 3, lines 24-25; column 21, lines 51-53; column 4, lines 41-45 of 
Borella). 

b. Referring to claims 12-15: 

i. These claims have limitations that is similar to those of 
claims 2-6, 8-9, thus they are rejected with the same rationale applied against claims 2- 
6, 8-9 below. 

Claim Rejections - 35 USC § 103 
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5. The following is a quotation of 35 U.S.C. 103(a) which forms the basis for 
all obviousness rejections set forth in this Office action: 

(a) A patent may not be obtained though the invention is not identically disclosed or deschbed as set 
forth in section 102 of this title, if the differences between the subject matter sought to be patented and 
the phor art are such that the subject matter as a whole would have been obvious at the time the 
invention was made to a person having ordinary skill in the art to which said subject matter pertains. 
Patentability shall not be negatived by the manner in which the invention was made. 

6. Claims 1-6, 8-9, 17, 19-20 are rejected under 35 U.S.C. 103(a) as being 
unpatentable over Borella et al (US 7,028,335 B1 ), and further in view of Albert et al 
(US 6,650,641). 

a. Referring to claim 1: 

i. Borella teaches a method of controlling traffic in a computer 
network, the method comprising: 

(1) modifying a data unit to be sent by a first computer, 
the data unit being intended for a second computer, the data unit being modified such 
that the data unit is redirected from the first computer to a third computer (column 3, 
lines 37-42; column 4, lines 23-35 of Borella), the data unit being generated in and 
originating from the first computer and being sent by the first computer to connect to the 
computer network (column 4, lines 45-55 of Borella); 

(2) sending the data unit from the first computer to the 
third computer (column 3, lines 24-25; column 21, lines 51-53 of Borella); and 

(3) forwarding the data unit from the third computer to the 
second computer (column 4, lines 41-45 of Borella). 

ii. Borella does suggest data and/or packets being redirected 
via NAT router for translating every inbound and outbound data packet (column 2, 
lines 21-48 of Borella). However, Albert correctly teaches data packet's redirection in 
Figures 6 and 10F and further details in column 16, lines 27-41; column 28, lines 34- 
50 of Albert. 

ill. It would have been obvious to a person having ordinary skill 
in the art at the time the invention was made to: 
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(1) have modified or clearly addressed the NAT'S 
translation in Borella with the teaching of Albert for redirecting data packet to a specific 
computer and/or server (column 16, lines 40-41 of Albert). 

iv. The ordinary skilled person would have been motivated to: 

(1) have modified or clearly addressed the NAT'S 
translation in Borella with the teaching of Albert for performing network address 
translation using a service manager and a forwarding agent, wherein forwarding agent 
can redirect traffic from client sent to a virtual IP address to a real IP address selected 
by the service manager and may also direct the traffic to a different port on the real 
machine at the real IP address then the port specified by the client (column 3, lines 52- 
53 and column 28, lines 39-43 of Albert). 

b. Referring to claim 2: 

i. Borella teaches: 

(1) wherein the data unit is selected to be modified based 
on an intended destination of the data unit (column 3, lines 37-42; column 4, lines 23- 
35 of Borella). 

c. Referring to claim 3: 

\. Borella teaches: 

(1) wherein the data unit is modified in the first computer 
prior to initialization of a network-enabled application in the first computer (column 3, 
lines 37-42; column 4, lines 23-35 of Borella). 

d. Referring to claim 4: 

i. Borella teaches: 

(1) wherein the data unit comprises an Ethernet packet 
(column 8, lines 20-36 of Borella). 

e. Referring to claim 5: 

i. Borella teaches: 
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(1) wherein a destination address field of the data unit is 
modified to contain an address of the third computer in a destination address field and 
an address of the second computer in another portion of the packet (column 19, lines 
3-15 of Borella). 

f. Referrinp to claim 6: 

1. Borella teaches: 

(1) wherein the second computer comprises a DHCP 
(Dynamic Host Configuration Protocol) server (column 10, lines 5-14 of Borella). 

g. Referring to claim 8: 

i. Borella teaches: 

(1) wherein the data unit is quarantined at the third 
computer (column 3, line 60 through column 4, line 11 of Borella). 

h. Referring to claim 9: 

\. Borella teaches: 

(1) the third computer is selected to receive the data unit 
based on an intended destination of the data unit (column 3, lines 7-18 of Borella). 

i. Referring to claims 17, 19-20: 

i. These claims have limitations that is similar to those of 
claims 1-9, thus they are rejected with the same rationale applied against claims 1-9 
above. 

7. Claims 7, 11, 16, and 18 are rejected under 35 U.S.C. 103(a) as being 
unpatentable over Borella et al (US 7,028,335 B1), in view of Albert et al (US 
6,650,641), and further in view of Schwering (US 6,717,943 B1). 

a. Referring to claims 7, 11, 16, and 18: 

i. The combination of teaching between Borella and Albert 
teaches the claimed subject matter. Although Borella discloses denied of service 
attacks and its controlling attacks, Borella is silent on the capability of showing scanning 
the data packet for viruses. On the other hand, Schwering teaches scanning the data 
unit for viruses (column 8, lines 9-10; lines 19-23 of Schwering). 
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Conclusion 

8. Accordingly, THIS ACTION IS MADE FINAL. See MPEP § 706.07(a). 
Applicant is reminded of the extension of time policy as set forth in 37 CFR 1 .136(a). 

A shortened statutory period for reply to this final action is set to 
expire THREE MONTHS from the mailing date of this action. In the event a first reply is 
filed within TWO MONTHS of the mailing date of this final action and the advisory action 
is not mailed until after the end of the THREE-MONTH shortened statutory period, then 
the shortened statutory period will expire on the date the advisory action is mailed, and 
any extension fee pursuant to 37 CFR 1.136(a) will be calculated from the mailing date 
of the advisory action. In no event, however, will the statutory period for reply expire 
later than SIX MONTHS from the date of this final action. 

Any inquiry concerning this communication or earlier 
communications from the examiner should be directed to Thanhnga (Tanya) Truong 
whose telephone number is 571-272-3858. 

If attempts to reach the examiner by telephone are unsuccessful, 
the examiner's supervisor, Kim Vu can be reached at 571-272-3859. The fax and 
phone numbers for the organization where this application or proceeding is assigned is 
571-273-8300. 

Any inquiry of a general nature or relating to the status of this 
application or proceeding should be directed to the receptionist whose telephone 
number is 571-272-2100. 



/Thanhnga B. Truong/ 

Primary Examiner, Art Unit 2135 

TBT 

June 16, 2008 
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